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1	Decision/action requested
This contribution proposes to add a new threat on bidding down on UP IP policy in TR 33.926.
2	References

3	Rationale
This contribution proposes to add a new threat on bidding down on UP IP policy.
4	Detailed proposal
*************** Start of 1st Change ****************
[bookmark: _Toc19783250][bookmark: _Toc26887034][bookmark: _Toc106189246]C.2.2.X	Bidding down on UP IP policy
· Threat name: Bidding down on UP IP policy.
· Threat Category: Tampering Data, Information Disclosure, Denial of Service.
· Threat Description: If the eNB does not send the UP IP policy, the MME cannot verify current UP IP policy is the same as the UP IP policy that the MME has stored, the attacker (e.g. source eNB) may force the system to accept a weaker UP IP policy (e.g. REQUIRED -> NOT NEEDED or none) than the system is allowed, or there may be case that source eNB is not upgraded to support UP IP feature thus UP IP policy from MME is lost, it will force the system into a lowered security level making the system easily attacked and/or compromised. 
· Threatened Asset: Sufficient processing capability, Mobility Management data. 
*************** End of 1st Change ****************

